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Abstract: In this paper, we investigate physical layer intercept probability of the wireless sensor networks with 
arbitrary number of sensors. Intercept behavior analysis is performed assuming a presence of an active eavesdropper. 
This authorized node tries to overhear the confidential data between a scheduled sensor and a sink. In the analysis that 
follows, we derive the probability of intercept utilizing the optimal scheduling scheme and the round robin scheduling 
scheme as a benchmark, over the composite -F fading environment. According to the analytical results, numerical 
results are also shown. The impact of the number of sensor nodes, the average signal-to-noise ratios over the 
main/wiretap channel as well as the impact of the fading and shadowing shaping parameters on the intercept 
probability is analysed. The overall analysis and the obtained results have a high level of generality and also a high 
level of competency while the device-to-device (D2D) communication channels are described by -F distribution, 
which is proposed in open technical literature as the best fitting distribution for the D2D channel characterization. 

Keywords: intercept probability, optimal sensor scheduling, physical layer security, -F fading, wireless sensor 
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1. INTRODUCTION 

Wireless Sensor Networks (WSNs) are playing a key role 
in several application scenarios such as healthcare, 
agriculture, environment monitoring, and smart metering 
[1]. The WSN consists of many small sensor nodes, 
spatially distributed, that work cooperatively to 
communicate information gathered from the monitored 
field through wireless links. This network is exposed to 
constraints such as the device design, low power 
consumption, low production cost, and self-operation 
[2]. In addition, many challenges span all the conceptual 
communication layers, from the physical to the 
applicational. The massive deployment of WSNs 
provokes an increase of cybersecurity risks. Traditional 
cryptographic schemes may not be sufficient to prevent 
attacks encountered in WSNs. Providing satisfactory 
security protection in WSNs has always been a 
challenging task. A less complex alternative to 
cryptography, more suitable for WSN security 
enhacement, is a physical layer security (PLS). Namely, 

cryptographic methods are inefficient in terms of energy 
consumption as they require extra resources for 
performing computations [3]. 

The PLS is based on the concept of information-theoretic 
security proposed by Wyner [4]. The concept of PLS 
describes communication over the main channel, between 
two authorized users, observed by unintended user by 
modeling a discrete memory-less wiretap channel [5]. 
Beside all of the benefits which PLS brings, it manifests 
some drawbacks. For example: it can not provide 
maximal security since PLS technique relies on the 
average information [6]; the PLS schemes mainly assume 
the knowledge of the eavesdropper’s wiretap channel, 
which is not real scenario in practical applications [3]; 
moreover, the PLS requires a high data rate to ensure 
security. Therefore, the PLS should be combined with 
other higher-layer security techniques to achieve security 
and robustness of wireless communication networks [7,8]. 

The α-F distribution encounters two important effects, the 
shadowing and the non-linearity of the propagation 
medium [9]. Moreover, the α-F distribution is quite 
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general and encompasses, as particular cases, the well-
known distribution, such as F distribution (Nakagami-m, 
Rayleigh, one-sided Gaussian), or - distribution [10, 
11]. This novel composite fading distribution yields a 
better fit to empirical data of device-to-device (D2D) 
communications, compared with k- shadowed, -, and 
K distribution. 

The authors in [12] have utilized the F fading model in 
the secrecy performance analysis for the basic Wyner’s 
wiretap channel consisting of a source, destination, and an 
eavesdropper. Furthermore, achievable PLS over mixed 
fading channels, including the F, such as Nakagami-m/F 
channels, is analysed in [13]. The probability of intercept 
of the cascaded F fading links in a presence of randomly 
distributed eavesdroppers, has been determined in [14]. In 
[15], the optimal sensor scheduling (OS) scheme is 
adopted for selecting the sensor with the highest signal-to-
noise ratio (SNR) for confidential transmission over 
Nakagami-m fading channels. The results showed the 
intercept probability decreasing for OS criterion in 
comparison to the conventional round-robin scheduling 
(RRS) scheme criterion. An indepth analysis of the WSN 
intercept behaviour in the presence of an attacker over F 
fading channels employing RRS, OS and cumulative 
distribution function-based scheduling scheme, is shown 
in [16]. 

In this paper, we derive the intercept probability of a 
WSN that contains an arbitrary number of sensors, a 
single sink and an eavesdropper. Two scheduling 
schemes, the conventional RRS and OS schemes, are 
applied in sensore selection. The main and wiretap links 
are modeled by composite α-F fading. The various 
systems’ parameters influence on analyzed performance 
metric is discussed. 

2. SYSTEM AND CHANNEL MODEL 

The system under consideration, for the analysis that 
follows, is shown in Fig 1. We assume that the WSN has 
an arbitrary number of sensors, and that the selection of 
sensor for condidential data transmission to the sink is 
performed recalling OS scheme notation. A presence of 
an attacker trying to eavesdrop the communication can be 
noticed. 

The received signal-to-noise ratio (SNR) from the ith 
main (sensor-sink) or wiretap (sensor-eavesdropper) link 
can be formulated as 
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where the subscript, *, denotes either the main (M), either 
the eavesdropper’s (E) channel index; h*i is a channel 

coefficient, 2
*i  denotes a variance of the zero-mean 

additive white Gaussian noise and Pi denotes the ith 
sensor’s emitted power. 

Following the assumption that the main and wiretap 
channels are corrupted by -F fading, the probability 
density function (PDF) of the instantaneous SNR, over 

both channels, corresponding to i-th node, has the 
following form [9, Eq. (3)]: 
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with 
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  . In Eq. (2), B(ꞏ,ꞏ) denotes Beta function 

[17], *i  is the average SNR, s im   is the shadowing 

severity parameter, 1s im   , *i  is the fading depth 

parameter, * 0.5i  , *i  is the parameter that defines 

non-linearity of the propagation medium, 0i  .

 

 

Utilizing the specific features of Meijer's G function 
relying on [18, Eq. (07.34.03.0271.01)] and additionally 
the form of the argument simplification [18, Eq. 
(07.34.16.0001.01)], the previous analytical expression of 
the PDF can be rewritten as: 
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Meijer's G function [17, Eq. (9.301)]. 

 

Figure 1. System model 
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The cumulative distribution function (CDF) of the 
instantaneous SNR over channels, can be determined with 
the help of [19, Eq. (26)], in the following form: 
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3. INTERCEPT PROBABILITY 
EVALUATION 

The intercept probability is one of the fundamental 
metrics for determining the system’s PLS. It is a 
probability that the secrecy capacity, defined as difference 

between the channel capacities of M and E paired 

channels, as 2
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non-positive, i.e.: 
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By substitying (3) and (4) in previous formula, we derive 
the intercept probability, recalling [18, Eq. 
(07.34.21.0013.01)], in the following form: 
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where Mi and Ei are integers; and /M E    

determines the average main-to-eavesdropper's channel 
power ratio (MER). 

According to the OS criterion, the specific sensor is 
scheduled relying on the optimal secrecy capacity, which 
is determined as [15]: 
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To maximize the secrecy capacity of the system under 
consideration, a sensor with the highest secrecy capacity 
should be chosen and scheduled to transmit its data to the 
sink. This algorithm is known as optimal [15]. 

We assume that each sensor estimates its own channel 
state information (CSI) and sends it to the sink. The sink 
collects all the sensors' CSI and determines the optimal 
one for communication. Thus, the OS intercept 
probability can be expressed as: 
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For different sensors, random variables Mi and Ei, are 
independent of each other, so the previous equation can 
be rewritten as: 
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and the intercept probability of the scheduled link can be 
evaluated as a product of all N individual intercept 
probabilities. 

For the conventional RRS scheme, N sensors take turns in 
accessing a given channel having an equal chance to 
transmit the sensed data to the sink. When RRS scheme is 
applied, the intercept probability can be obtained as the 
mean of all N intercept probabilities, in the following 
way: 

 RRS
int int

1

1 N
i

i

P P
N 

  . (10) 

4. NUMERICAL RESULTS 

In this section, numerical results of the intercept 
probability are presented to approve the mathematical 
analysis proposed in the paper. Numerical results are 
obtained using Mathematica and graphs have been drawn 
in Origin software package. 

For the sake of simplicity, we assume that both the main 



INTERCEPT PROBABILITY ANALYSIS OF WIRELESS SENSOR NETWORKS WITH OPTIMAL SENSOR SCHEDULING  OTEH 2022
 

349  
 

as well as the wiretap channels are independent and 
identically distributed, i.e. Mi=Ei=*, msMi=msEi=ms* and 
Mi=Ei=*. 
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Figure 2. Intercept probability versus the average MER 
for different number of sensors 

Figure 2 illustrates the intercept probability versus the 
average MER, , for different number of active sensors. 
Two considered scheduling algorithms are analyzed. For 
the OS scheme, larger number of sensors provides more 
secure transmission. Degree of security does not increase 
linearly with increase in sensor number, so some trade-off 
should be made since the largest decline in the intercept 
probability occurs when two sensors are used. On the 
contrary, the obtained intercept probabilities with the RRS 
scheme are independent on the number of sensors. 
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Figure 3. Intercept probability versus the average MER 
for various channel parameters 

The influence of the fading shaping parameters, as well as 
the impact of the medium nonlinearity is analyzed in Fig. 
3. It is assumed that wireless network is equipped with 
four sensors. Presented results show stronger influence of 
the variation in channel parameters on the transmission 
security when sink communicates with the best selected 
sensor, i.e. with the optimal scheduled sensor, but the 
communication is more secured. For the OS algorithm, 

the change in medium nonlinearity brings the highest 
improvement in performance metric, while for RRS 
scheme the strongest influence is noticed for the change 
in both, the nonlinearity of the propagation medium and 
the shadowing severity. 

5. CONCLUSION 

In the paper, we have analysed the physical layer security 
of a sensor network employing the round-robin 
scheduling and the optimal sensor scheduling schemes 
over α-F fading environment. We have derived the 
closed-form expression for the intercept probability for 
both considered scheduling schemes. Presented results 
showed that increasing number of WSN sensors benefits 
only when the optimal sensor scheme is applied. 
Moreover, higher values of fading parameter and 
nonlinearity parameter, i.e. favorable channel conditions 
do improve the secrecy in sensor-sink communication, 
especialy for moderate-to-high SNR regime. 
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