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GNSS technology has been used for many applications. Beside military applications, GNSS technology is used for mini UAVs
—drones. One of the possible approaches for achieving anti-drone capabilities is a jamming receiver of GNSS at drone. The
GNNS jammers broadcast jamming signal in the frequency band used for satellite navigation in order to deny service of
GNSS. In this paper we have considered the possibility to generate optimal jamming signal to deny service of all GNSS. Some

of the results are shown in this paper
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Introduction

HE Global Navigation Satellite Systems (GNSSs) are

used in many applications, either for commercial purpose,
either in military applications. GNSS isastandard generic term
for satellite navigation systems that provide autonomous geo-
spatial positioning of a receiver with global coverage.
Nowadays, there are three main GNSSs: GPS from the United
States, Glonass from Russia and the European Union has
Galileo. Chinaisexpanding theirregional Beidou [1]. They all
work almost in the same way and provide ability to
continuously determine positions of the objects (receivers of
GNNS signals).

In the last decade there is an expansion of the mini
unmanned aerial vehicles (UAVs) — drones. Nowadays, they
have been used in many areas (aerial photography, traffic
monitoring, disaster monitoring, etc). Nevertheless, the
increasing use of drones poses great threats to public security
and personal privacy. For example, an attacker might strap
explosives or other dangerous materials to a drone to carry out
an attack, an example is a mass drone attack on Syrian base;
criminals can use drones to smuggle illicit materials across
borders; an operator can control a drone carrying a high-
fidelity camera to fly over walls and spy on inhabitant’s
private information. The increasing frequency of incidents
caused by drones makes it necessary to deploy anti-drone
systems [2].

For autonomous or semi-autonomous operation, drones
demand reliable navigation, so one of the possible approaches
for achieving anti-drone capabilities is a jamming receiver of
GNSS at drone. GNSS jammers are usually small portable
devices able to broadcast disruptive signals in the GNSS

bands. A jammer can overpower the much weaker GNSS
signals and disrupt GNSS-based services in a geographical
area with a radius of several kilometers [3]. Typically, the
jamming signal deteriorates the position solution or induces
total loss of lock of the GNSS signals.

In this paper, effects of GNSS jammer on GNSS receiver
are presented. Signals broadcasted by GNSS jammer are
characterized by linear frequency modulations: the
instantaneous frequency of the signal sweeps a range of
several MHz in a few microseconds affecting the GNSS
receiver, which leads to deteriorated position thus making
navigation unreliable.

This paper consists of six parts. Introduction is given in
Section I. Concept of GNSS is given in Section II. Principle
of jamming GNSS signals is given in Section III. In Section
IV, types of jamming signals are presented and obtained
results are given in Section V. Conclusions are given in
Section VI.

Basic concept of GNSS

GNSS-based positioning has an essential role in modern
society. Reliable navigation functionality is an imperative in
more and more applications nowadays on land, sea and air
[4]. Several infrastructures rely on GNSS-based positioning,
hence GNSS can provide reliable and continuous services [5].
A major dependency to reliable localization has been
emerging, especially within safety-critical applications.

The basic GNSS concept is shown in Fig.1, which
illustrates the five steps involved in using GNSS to determine
time and position, then applying this information [6].
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Figure 1. Basic concept of GNSS

Main GNSSs are GPS, Galileo and Glonass. Each of them
consists mainly of three segments: (a) space segment, (b)
control segment and (c) user segment, Fig.1 [6].

The space segment consists of GNSS satellites, orbiting
above 20.000 km above the Earth. Each GNSS has its own
constellation of satellites, arranged in orbits to provide desired
coverage. Each satellite in a GNSS constellation broadcasts a
signal that identifies it and provides its time, orbit and status.

Control segment comprises a ground-based network of
master control stations, data uploading stations and monitor
stations; in case of GPS two master control stations, four data
uploading stations and ten monitor stations, located
throughout the world.

User segment consists of equipment that processes the
received signals from the GNSS satellites and uses them to
derive and apply location and time information. The
equipment ranges from handheld receivers used by hikers to
sophisticated, specialized receivers used for high-end survey
and mapping applications.

GNSS receivers are able to compute their Position Velocity
and Time (PVT) using the trilateration technique and
exploiting the signals transmitted by different satellites.
Receiver needs at least four satellites to obtain a position. This
means there needs to be a line of sight between the receiver’s
antenna and the four satellites. The distance between receiver
and satellite antennas is usually in the order of 20000 km. The
use of more satellites, if they are available will improve the
position solution.

Each satellite system has specific signal characteristics, but
each system attempts to be compatible with the others in order
to prevent the interferences and attenuation between the signals.
It is important to consider that the processing of all signals
should be performed using the same receiver, thus a complex
receiver design is supposed to be designed and built [7].

GNSS radio signals are quite complex. Their frequencies
are around 1.5 GHz. The GNSS frequency plan shall respect
the radio-regulations as they are discussed and agreed on at
ITU forums. The available spectrum which can be used for
the development of Radio-Navigation Satellite Systems
(RNSS) is shown in Fig.2a. Spectrum of GNSS signals is
shown in Fig.2b.
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Figure 2. a) GNSS frequency plan, b) spectrum of GNSS signals

Due to the long satellite-receiver distance, by the time
GNSS signals reach the ground they have very low minimum
received power. These vulnerabilities can be exploited, either
intentionally or unintentionally, and cause GNSS signal to
become unavailable in a given geographical area.

3. Jamming of GNSS

In most cases, the basic goal of intended jamming of GNSS
signals is to deny GNSS-based services in an area of interest.
In this case systems are not able to give GNSS services and
process of navigation or time synchronization is blocked.
However, this is possible using strong power jammer, which
can be clearly detectable and modern systems are able to
switch to the other sub-system for navigation, such as inertial
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navigation systems. The second concept can be based on the
use of some intermediate power values for jammer. In this
concept GNSS receivers are still able to provide acquisition
and locking to corresponding GNSS signals but estimation of
position is inaccurate. Power of jammer signals is severe
enough to decrease GNSS receiver performances.
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Figure 3. a) CAF in the presence of GNSS signal GPS L5; b) CAF in the
presence of GNSS signal GPS L5 and jamming signal

The impact on the different stages of the receiver is briefly
discussed in [8]. Other examples of impact assessment of
interference on GNSS receivers can be found in [4, 9, 10].
One of the possible impacts is in the acquisition stage of the
GNSS receiver. In the GNSS receivers the digital signal
processing stage starts in the acquisition block. The role of
acquisition block is to determine the signal presence and to
provide a rough estimate of the signal code delay and Doppler
frequency [11]. In the acquisition block correlation of the
received signal as an input signal with corresponding pseudo
random noise (PRN) sequences is performed. Results of this
operation are cross-ambiguity function (CAF). The CAF is a
function of the Doppler frequencies and code delays. When
the GNSS signal is present and in the absence of interference,
a single dominant peak should appear in the CAF as is shown
in Fig.3a. Position of this single peak corresponds to the
signal code delay and Doppler frequency.

In the case when jamming signal is present there is no
single dominant peak in the CAF as shown in Fig.3b. Results
of CAF, presented in Figure 3 are calculated based on L5 GPS
signal for PRN of 30" satellite cross-correlated with replica of
this signal time delayed and frequency shifted.

The signals detected by the acquisition stage are passed to
the tracking block which is responsible for providing fine
estimates of the signal parameters. These estimates are used to
generate GNSS measurements such as pseudoranges, carrier
phases and Doppler shifts. Jamming has a direct consequence
on the quality of the measurements produced by the tracking
stage causing increased measurement variances, biases and
measurement outliers.

Provided that the interfered signal can still be processed by
both acquisition and tracking stages, the GNSS receiver
would be able to output an estimation of the position, which
will be degraded by the fact that it will be based on
interference-affected pseudoranges.

Jamming signals

The jamming signal may deteriorate the position solution
or induce totally loss of lock of the satellite signals. Different
receivers react differently to jamming - also the effect
depends on the properties of the jamming signal. The basic
principles of GNSS receivers are however fairly similar, but
the internal processes and algorithms vary and certain filtering
may mitigate the effect of the jammer on the positioning
accuracy and availability. In all receivers, intentional GNSS
jamming affects the signal-to-noise-ratio (SNR) of the
received signals. The effect can be observed somewhat
similarly as the phenomenon perceived in the context of
multipath propagation or general signal attenuation due to for
example foliage: the SNR decreases and the signals become
weaker. When the signal is weak enough, the receiver cannot
generate ranging measurements anymore and the position
solution cannot be computed. [12]

Jammingsignal can be characterized byitscenter frequency
and by its power described as jamming-to-signal ratio (J/S) in
dB. The J/S decreases with the distance from the jammer to
the receiver [1].

GNSS is very tolerant of pulsed radio frequency
interference (RFI), even if it is very powerful, because the
pulses are usually short in comparison to the duration of a
GPS or Glonass data bit, which is 20ms. On the other side
GNSS has a difficulty to handle continuous RFI whether it is
broadband or narrowband or tone interference [13]. But the
spread spectrum can attenuate narrowband RFI in the
correlation process [14].

In most modern jammers it is possible to generate different
jamming signals and to produce different jammer waveforms.
Difference between jammer signal and jammer waveform is
that waveform consists of more jammer signals that represent
a sequence of jamming signal of interest. The basic jamming
signal in modern jammers is a pulsed RF signal. The RF pulse
is generated at specific central frequency. Time length of each
pulse is 7 seconds and is repeated every T seconds. In the
frequency domain this RF pulse is the mathematical function
sin(x)/x and the spectrum of an RF pulse consists of spectral
lines centered on central frequency and spaced //T Hz apart.
These components are called the spectral lines of the RF
pulse. A sweep wave is build up by generating a series of N
pulsed RF signals, each with a different central frequency,
from fsr4rr to fsrop. Length of the sweep wave is defined as
T=Nr. The complex envelopes of the jamming signal can be
given by:

s(t):A(t)-exp( jox j f(t)dt) )

where f(t)= fc +kt represents instantaneous frequency of
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the signal, f¢ is central frequency and k is sweep rate, A(?) is
amplitude of the signal. Usually, amplitude of the signal is
constant during the time period of 7, and the complex
envelopes of the jamming signal can be given by

s(t)=A-exp(j27r(fC+%t)t),‘v’0£t£T 2)

Previous equation describes sweep signal that occupied one
frequency bandwidth of interest at central frequency. In many
application of electronic attack, it is necessary to cover wider
frequency bandwidth with jamming signals in order to block
communication. The coverage of wider frequency bandwidth
can be achieved by generating jamming waveform based on
the use of Time Division Multiplexing (TDM). Using TDM, it
is possible to generate different RF pulses or sequences of RF
pulses at different central frequencies and different frequency
bandwidths. For example the waveform of M slots in TDM
assumes that there is M different jamming signals generated at
different central frequencies. In this case the complex
envelopes of the jamming signal can be given by:

A~exp(j27r(fq +l;tjt), VO<t<T

. k
A«exp(jZﬂ'(sz +22t)tj, VT, <t<T, 3)

where fcy, is M-th central frequency and £, is sweep rate at m-
th central frequency.

Signal spectrum of jamming waveform based on the use of
TDM is shown in Fig.4. In this case there are three time slots.
In the first time slot frequency band from 1559 MHz to 1591
MHz is jammed, in the second time slot frequency band from
1593 MHz to 1610 MHz is jammed, and during the third time
slots the band from 1550 MHz to 1620 MHz is jammed. By
using this jamming waveform it is possible to deny usage of
GPS L1, GLONASS G1 and Galileo E1.

Figure 4. Power spectrum of jamming signal

System model

The primary components of the GNSS user segment are
antenna and receiver, as shown in Fig.5. Depending on the
application, the antenna and receiver may be physically
separate or they may be integrated into one assembly. GNSS
antenna receives the radio signals that are transmitted by the
GNSS satellites and sends these signals to the receiver. Using
a PC as user equipment, navigation data from GNSS receiver
are collected for further analysis.
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Figure 5. Components of the GNSS user

In this system model jamming signal is superposed with
GNSS signals at the antenna of GNSS receiver. The aim of
this system model is to show that by using jamming
waveform based on TDM, it is possible to successfully jam
receivers of GNSS, and that it is not necessary to jam
continuously all frequency bands of interest (Fig.2). In our
experiments two different GNSS receivers are used. These
receivers are part of different military equipment.

For the first receiver, three scenarios of jamming are tested.
In the first two scenarios jammer covers GPS L1, L2 and L5
bands using jamming waveform based on TDM. The
parameters of multi-sweep, consisting of three sweep signals,
are shown in Table 1. Durations of time slots within multi-
sweep are equal. Different durations of time slots are used in
different multi-sweeps. In these scenarios, in different multi-
sweeps, three different duration of timeslots are used: Sus,
200us and 999us.

Table 1.
Bands Center frequency [MHz] Bandwidth [MHz]
LI 1576 31
L2 1228 31
L5 1176 31

In the third scenario jammer covers only GPS L1 band. In
this case, sweep parameters correspond to parameters for L1
band from Table 1. Duration of time slots within sweep is
30us.

The second GNSS receiver gets signals from two GNSSs,
GPS and Glonass, so jammer covers all bands from both.
Durations of time slots in different multi-sweeps are 100 ps,
200ps, 500us and 999us. In both cases and in all scenarios
jammer to noise ratio (J/N), has been set to be equal.

Results

Positioning solutions were analyzed with and without the
jammer. The receiver had a decreased performance in the
presence of jamming. The position solution was not available
during the entire time of experiment.

Figures 6 and 7 show on diagrams the results of positioning
accuracy of GNSS with and without jamming when the
jammer is set with parameters from scenario 1. Durations of
time slots are shown in the figures.

The center position on diagrams (x and y coordinates are
zeros) presents the exact position of GNSS receiver.
Positioning accuracy is presented through x and y coordinates
in meters.
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Positioning based on GNSS service without jamming is
accurate within a few meters. The actual error in the position
domain is strongly dependent on the positioning algorithm
employed, and a general rule to quantify the performance
degradation in terms of positioning error is hard to be found.
From Figures 6 and 7 it can be concluded that positioning based
on GNSS service when jamming waveform is based on TDM has
worse accuracy than when jammer is set with parameters from
scenario 3 (in Fig.8 the results of positioning accuracy of GNSS
with and without jamming are shown). Also, from the figures, it
can be noticed that positioning depends on durations of time slots
within multi-sweep.
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Figure 8. Positioning accuracy

In Figures 9 and 10, on diagrams, the results of positioning
accuracy of latitude and longitude of GNSS for the second
receiver are shown, with and without jamming.
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Figure 10. Positioning accuracy — longitude

As expected, from the figures it can be concluded that
worse positioning accuracy is obtained when the jamming is
present than when GNSS positioning is done without
jamming. Also, it can be noticed from the figures that
positioning depends on durations of time slots within multi-
sweep.

Typically, the jamming signal deteriorates the position
solution or induces total loss of lock of the GNSS signals
depending on the perceived J/S at the receiver.

Conclusion

Use of drones poses great threats to public security and
personal privacy. For autonomous or semi-autonomous
operation, drones demand reliable navigation, so one of the
possible approaches for achieving anti-drone capabilities is
jamming GNSS at drone.

Jammers broadcasting a strong power are easily detectable.
The ones broadcasting an intermediate power are more
dangerous, as they can decrease the receiver’s performance
without making it lose lock or prevent the acquisition of the
satellite signals. This paper illustrated the fact that accuracy
and signal availability were considerably compromised when
jamming waveform is based on TDM.
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Ometanje signala globalnih navigacionih satelitskih sistema

Tehnologija globalnih navigacionih satelitskih sistema ima Siroku primenu. Osim za vojne primene, tehnologija globalnih
navigacionih satelitskih sistema se koristi i za funkcionisanje mini bespilotnih letelica — dronova. Jedan od mogu¢ih pristupa
za borbu protiv dronova je ometanje prijemnika globalnih navigacionih satelitskih sistema na dronu. Ometaci globalnih
navigacionih satelitskih sistema emituju ometacki signal u frekvencijskom opsegu koji se koristi za satelitsku navigaciju kako
bi se onemogucio servis globalnih navigacionih satelitskih sistema. U ovom radu razmatrana je moguénost generisanja
optimalnog ometackog signala za onemogucavanje servisa svih globalnih navigacionih satelitskih sistema. Dobijeni rezultati

su prikazani u radu.

Kljucne reci: globalni navigacioni sistem, satelitski sistem, ometanje, generisanje signala, Sirokopojasni signal, rezultati

merenja.

NuTepdepeHus CUrHAJI0B IJ1002JbHbIX HABUTALMOHHBIX
CIIYyTHUKOBBIX CHCTEM

TexHoJI0rusl I100aIbHBIX HABUIAIMOHHBIX CIHYTHHKOBBIX CHCTEM HMeeT LIHpPOKoe mpuMenenue. IloMMMo BOEHHBIX
NPUMEHEHH i, TEXHOJIOT sl 1100 IbHBIX HABUTAMOHHBIX CIIYTHUKOBBIX CHCTEM TAKJKe HCIOJIb3YETCsI M /LIS IKCILTyaATAUI
MHHHU-0ECITMIIOTHBIX JIETATENILHBIX ANNAPATOB - IPOHOB. OTHUM M3 BO3MOKHBIX IO/JX0/I0B K 00pb0e ¢ GeCUI0THUKAMHI
SIBJISIETCS] BMELIATE/ILCTBO B MPHEMHUKH IJ100aIbHBIX HABHTAMOHHBIX CIIYTHHKOBBIX CHCTEM Ha ApoHax. JleTeKTopbI
[J100AJIbHBIX HABHTAIMOHHBIX CIYTHUKOBBIX CHCTEM MEPeIa0T CHTHA MOMeX MOJIOCHI MPOMYCKAHMS B MOJIOCE YaCTOT,
HCIOJIB3yeMOl /ISl CIYTHHKOBOW HABHIAIMH, YTOObI OTKJIIOYHTH OOCTY)KMBAaHHE IJIOOAJBHBIX HABHIAIMOHHBIX
CIYTHUKOBBIX cHCTeM. B 1aHHOIi cTaThe paccMaTpuBaeTcsi BO3MOKHOCTH F'eHepalui ONTUMAILHOTO CHIHAJIA TIOMeX /ISt
OTKJII0OYEHHsI O0CIY)KHBAHUS BCeX IJI00ATbHBIX HABUIALMOHHBIX CHYTHUKOBBIX cucTeM. IlosydeHHbIe pe3yibTaThl

NpUBEIAECHBI B CTaThe.

Kniouesvie cnosa:
l.l.lPlpOKOl'lOJIOCHbIﬁ CHUI'HaJI, pe3yJbTaThbl mMepeHuﬁ.

rJaodanbHast HABUTallMOHHAsi CHCTEMa, CIYTHHKOBasi CHUCTEMa, IIOMEXH, IeHepanusi CHrHaja,
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Perturbation des signaux chez les systemes globaux de navigation
satellite

La technologie des systémes globaux de navigation satellite est utilisée largement. A part les emplois militaires la technologie
des systémes globaux de navigation satellite s’utilise aussi pour le fonctionnement des aéronefs mini sans pilotes —les drones.
Une approche possible pour la lutte contre les drones est la perturbation des récepteurs de ces systémes de navigation chez le
drone. Les perturbations des systémes globaux de navigation satellite émettent le signal de perturbation dans le domaine
fréquentiel qui s utilise pour la navigation satellite pour empécher le service des systémes globaux da navigation satellite. Dans
ce travail on a considéré la possibilité de la création du signal optimal de perturbation pour I’empéchement du service de tous
les systémes globaux de navigation satellite. Les résultats obtenus sont présentés aussi dans ce travail.

Mots clés: systéme global de navigation, systéme satellite, perturbation, création des signaux, signal de grande portée, résultats
de mesurage.



